MICROSOFT SENTINEL PIPELINE AND ARCHITECTURE

DATA CONNECTORS, ANALYTICS RULES & INCIDENT INVESTIGATION

DATA CONNECTORS ANALYTICS RULES ALERTS
(Ingest) (Detect) (Signal)
SCHEDULED RULES FUSION
?HEEEEAJ:LE“LE:':ELW | take 10) (KGL Query) IMH}EEEU}

OFFICE 365

INGESTION > DETECTION >

(KQL: OFFiceActivity | take 18)

NRT RULES

. (KQL Query) '

HOST FILE HASH

INVESTIGATION > AUTOMATION & REMEDIATION

SECURITY ALERT
(Severity: High)
THREAT ALERT
{Severlty Medium)
@ﬁﬂﬂhﬂﬂ' DETECTED

SECURITY API
(KQL: SecurityEvent | take 18)
AUTOMATION RULES
INCIDENT INVESTIGATION [Respnnd]
THREAT INTELLIGENCE {Tri age 3 RESDGI‘Id]
P%;;fﬁﬂ?lﬁ LOGIC APP FLOW
LOG ANALYTICS INCIDENT QUEUE INVESTIGATION GRAPH —  BLOCKIP
Repositor Credential Access J * . !EDLI-TEHIJET
(Rep y) e IP ADDRESS _USER ACCOUNT (EDR Action)
Malware Detected  NOTIFY SOC '
(Teams/Email)

LEGEND:

[NAVY] STRUCTURAL / PRIMARY COMPONENTS

[SLATE BLUE] SECONDARY / DATA FLOW

[AMEER] ALERTS / INCIDENTS

. AUTOMATED RESPONSES / SUCCESSFUL FLOWS
[TYPOGRAPHY] SANS-SERIF FOR HEADERS,
MONOSPACED FOR TECHNICAL DETAILS/KQL

&1 NotebookLM



| =

'THE INTELLIGENCE LAYER OVER LOG ANALYTICS

TOP LAYER

mmd MICROSOFT SENTINEL

Cloud-native SIEM + SOAR.

Does not store data separately.

Provides the analytics,
incidents, and automation on
top of the workspace.

BOTTOM LAYER

LOG ANALYTICS WORKSPACE Ram

The foundation.

Stores the actual log data.

Region choice is permanent :
and critical for compliance. #

EXAM NOTE:

To enable Sentinel, you need
Contributor on the subscription.

To use it, Contributor or Reader on
the Resource Group is sufficient.

PRLRLET: ZLaLE:

AZURE SECURITY ARCHITECTURE NTS
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SENTINEL LAYER CAKE OCTOBER 26, 2823 |
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THE SENTINEL DATA ASSEMBLY LINE
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CONNECTORS ANALYTIES INCIDENTS (|| ' cpoNSE
TABLES
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L' ol ; <0 (1h) — [ |/~¢r
(Ingest) (Store) (Filter) (Group) (Resolve)
Microsoft 365, SigninLogs, The KQL engine that High-fidelity Workbooks for

Defender for Cloud, AzureActivity, filters the noise. alerts grouped for visualization,
Syslog, Custom Apps. Syslog. human triage. Playbooks for
le SR St SR 3 = e o ..  |e__automation. 2
Fe= . I =2 =1 | = 21 ™= = | | B =1

TAKEAWAY: You cannot have an Analytics Rule without ingested Data.
You cannot trigger a Playbook without an Incident.




BRINGING TELEMETRY INTO THE WORKSPACE

SOURCE

ENGINE

DESTINATION

Lt 4 8

Microsoft 365,
Entra ID,

Defender for Cloud
— 4
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Service-to-Service
(Native)
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OfficeActivity

A SecurityAlert

IO RECES,

E Linux/Windows VMs, Auent-Dased Syslog ||
B —op | & (AMA + DCR) ——p — —
¥ =0 0 ‘3 ] &F SecurltyEvent_l
= API-Based &
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=0n-prem firewalls,
= network appliances
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Standardized

(CEF via AMA)

——

9}” =] CommonSecuritylog
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CONNECTOR NUANCES AND EXAM MECHANICS

N
Entra ID Granularity

Entra ID logs write to
multiple distinct tables
(SigninlLogs, Auditlogs,
etc.).

Enable only what you need to
control ingestion costs.

A Signinlogs
A Auditlogs

[ ManagedIdentitySignInLogs
¥ ADFSSignInLogs

o«

Azure Activity Policy

Azure Activity 1s the odd
one out. It is deployed
via an Azure Policy
assignment at the
subscription level.

You must create a

remediation task to capture
existing resources.

?—@

Subscription Policy T
| |
=) < Remediation
II Task
Resource

N

Group /

N
Entra ID Protection

Streams identity risk alerts
into the SecurityAlert table,
but not the raw forensic
evidence.

Auto-incident creation 1is
optional; custom rules offer
better control.

= Alerts
> il 1

Entra ID SecurityAlert

Protection
—) () 3' Optional

Auto-Incident

—> Ly
Custom Rules
/
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ANATOMY OF A SCHEDULED ANALYTICS RULE

THE TRIGGER &

Condition to generate an alert.
E.g., Results > 0.

Threshold-based activation.

THE GROUPER &

Incident settings.

Groups multiple triggered alerts into a
single actionable incident to prevent
SOC fatigue.

Reduces alert noise, improves efficiency.

| QUERY

SecurityEvent

| where EventID == 4624

Als

R

FREQUENCY: THR
LOOKUP: THR

A

)

CONDITION: RESULTS >0

INCIDENT
oN & r‘_",iﬁ GROUPING

SETTINGS: GROUPING ENABLED

THE ENGINE €

The KQL query logic. Runs against
specific tables. Uses a precise,
clean monospaced font for KQL
code, operators, and technical
table names.

Runs on data ingestion time.

THE TIMER 0,

Run frequency and lookup period.
E.g., Run every 1 hour, looking back
1 hour.

Controls execution and data window.
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KOL AS A FILTRATION SEQUENCE

KQL CODE PLAIN ENGLISH TRANSLATION

Signinlogs =——— | 00K inside the Entra [D Sign-in
logs table.

| where ResultType == '50126' == Filter for this specific ‘Invalid
Password’ error code.

| summarize count() by Group the results into1-hqur

bin(TimeGenerated, 1h), IPAddress ' FFI’JCE?ZITSI and count the failures per
address.

A\ AZ-500 EXPECTATION: Read the query to identify the correct detection logic. You do not need to write it from scratch.




" OPERATOR ROSETTA STONE

KQL OPERATOR FUNCTIONAL EXPLANATION
Filters the noise. Only show me records that match this
where exact condition.
: Aggregates the data. Count, average, or find the max
SUINAT 1 £C value of these events.
bin Time-buckets data. Group these timestamps into 1-hour
or 1-day chunks.
oin Connects two tables. Match a user ID from SigninLogs
J with their role in Identitylnfo.
- selects specific columns. Throw away the rest of the data
. project and only show me the IP and Username. .

KQL operators function as commands within a query sequence, building upon the results of the preceding operator.

L |




" THE INCIDENT INVESTIGATION WORKSPACE

user@contoso.com

Incident: Web-Server-01

Suspicious Sign-in

An Incident is the primary unit of investigation. It groups related alerts, maps entities across different
log sources, tracks severity, and moves through a status lifecycle (New -> Active -> Closed).




" RESOLVING THREATS AT MACHINE SPEED

| Incident Created |

Automation Rule

* Runs entirely inside Sentinel.
Fast, native actions.

* Tag incidents, assign owners,
change severity, close false
positives.

Does the action
require external API calls
or complex logic?

Automation Rules frequently
act as the trigger to launch
Playbooks.

| Playbook

* Powered by Logic Apps.
Reaches outside Sentinel.

* |solate a VM in Defender, disable
a user in Entra ID, post to Teams,
create a ServiceNow ticket.




" ANALYTICS RULE ENGINES COMPARED

RULE TYPE

ITRIGGEH FREQUENCYI BEST USE CASE l

LOGIC SOURCE

(NRT)

(impossible travel)

Interval-based Most common
Scheduled (e.g., 1hn) custom detections ok KGRy
‘ Near-Real-Time Every 1 minute Time-sensitive threats KQL Query

Fusion

Microsoft
Security

Continuous

Continuous

High-confidence
correlation of
low-fidelity signals

Auto-promoting
Defender alerts to
Incidents

Built-in Machine
Learning
(No KQL needed)

Native
Integration
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SCENARIO: IMPOSSIBLE TRAVEL DETECTION

THE THREAT THE FAILURE THE SOLUTION
N\

wﬁ

5 MINUTES LATEH = R

NEW ‘f’ﬂﬂl'{

N

A user logs in from New York, A standard Scheduled Rule Near-Real-Time (NRT) Rule.
then 5 minutes later, logs 1in running every 4 hours won't Runs KQL every 1 minute with
from Tokyo. catch this until the attacker a 1-minute lookback. Detects

has already exfiltrated data. the impossible travel

instantly and raises an
incident before damage occurs.
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SCENARIO: LOW-FIDELITY SIGNAL CORRELATION

® Suspicious Email

&
Noise o (M35 o o ® e © Individually, they
@ ® © Anomalous Login cause alert fatigue.
& ® @ (EntralD)
The Fusion ML Engine
; One high-severity,
Slgnal high-confidence Incident.

Takeaway: Fusion uses built-in Machine Learning to correlate multi-stage
attacks across different kill-chain phases. No KQL authoring required. :
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SCENARIO: AUTOMATIC ACCOUNT CONTAINMENT

=

KQL Scheduled | @ Incident 77 Automation o9y Playbook
=© Rule £50 Generated ~%% Rule " Execution
: i ... : [ Logic App reaches
Detects 50 failed High severity » Triggers :
logins followed | alert is flagged —» instantly upon —> igﬁgkggt;ﬁeIEéer's
by 1 success. for triage. incident . X
creation. meRs 0I5, i)
disables the
account.

Takeaway: The identity of the Logic App requires the Microsoft Sentinel Responder role
to read/update the incident and specific Entra ID permissions to disable the user.




EXAM TRAPS & COMMON MISCONCEPTIONS

%o Trap: Assuming Basic %o Trap: Applying an
/% Log tables can be used # % Azure Policy for Azure
| for complex hunting. Activity logs without a
remediation task.

Basic Logs are cheap but do Policy only applies to new
not support join or summarize resources. The remediation task
in KQL. is strictly required to

_# Fact: Basic Logs are > Fact: Policy only
' cheap but do not ' applies to new

¢ Trap: Confusing
4\, Workbooks with

Analytics Rules.

Workbooks are for passive

visual dashboards and trend
analysis only.

Fact: Analytics Rules
create incidents and

Analytics Rules create
incidents and trigger alerts.
Workbooks are for

passive visual dashboards and
trend analysis only.

Basic Logs are cheap but do Policy only applies to new

not support join or summarize resources. The remediation task

in KQL. is strictly required to capture
existing subscriptions.

Takeaway: Master the distinctions between tools and their specific purposes to avoid
common pitfalls during the exam. Pay close attention to KQL capabilities and policy scopes.
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THE COMPLETE SENTINEL

ARCHITECTURE

Master the flow of
data, and you master
the architecture.

T 2 3 4 o
M - # o w i
AMA, DCR, Log Analytics Scheduled, NRT, Entities, Automation Rules
Service-to- Workspace, Fusion, Alert Grouping, (Internal)
Service, SigninlLogs, Microsoft Security. Status Lifecycle +
CEF (TCP 514) SecurityEvent KQL Engine Logic Apps

(External)




