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Unifies security management at
the code level.

Scans infrastructure-as- “-*::f:« =
code (IaC) templates and =

pipelines before deployment.

L

The CNAPP Triad

The “prevent breaches before
they happen” layer.

Continuously assesses
configurations against

best practices. )+

The active defense layer.

Provides real-time threat
protection for specific
workload types.
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The Core Distinction: Proactive Posture vs. Reactive Defense

Am | configured securely? Is something attacking me?
R : 7 _ |
Configuration Runtime Malware
queries '—|—®—]_“ SECHiE Dente P r alerts J , ( detection J
o
/ Static Best 4 Resource / Behavioral o Threat
Practices Graph y ML . Intelligence
Key Insight: CSPM tells you a storage account is publicly accessible. CWPP alerts you when an attacker is
actively uploading malware. You inherently need both to eliminate blind spots.
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The Posture Management Matrix

Feature Unlock

Defender CSPM (Paid, Premium)

Tells you which misconfigurations actually matter to an attacker

&% Attack Path Analysis: Maps exploitable chains

C Cloud Security Explorer: Graph-based risk hunting
® Agentless Scanning: Offline disk snapshot analysis
@ Data & Al SPM: Sensitive data & generative Al risks

Foundational CSPM (Free, On by Default)

Tells you what is misconfigured

Secure Score

Asset Inventory

Basic Recommendations

Microsoft Cloud Security Benchmark (MCSB)




Compute Defense: Defender for Servers

Plan 1 (Baseline) ' Plan 2 (Advanced Controls)
a Just-In-Time (JIT) VM Access
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File Integrity Monitoring (FIM)
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" Includes 500 MB/day of free log ingestion per server. .

_”/ Basic runtime
alerts y
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Data Defense: Defender for Storage

Activity Monitoring
(Always On)

Malware Scanning
(Configurable Add-on)

Sensitive Data Threat
Detection (Enrichment)

/'SAS Token

Abuse A

W

Analyzes data/control-plane
activity for anomalous geography
and non-human access patterns.

o

On-Upload
(Real-time A
block commit) _ 0| (o7
>0 Hash
)| Reputation
) Matching
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|| Full Content
>0 Scanning

On-Demand
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Highly
Confidential

Microsoft
Purview

F A Alert

W

Prioritize alerts based on
data sensitivity labels;
enriches existing alerts
rather than generating

New ones.

Prioritizes alerts based on data
sensitivity labels; enriches existing
alerts rather than generating
new ones.
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Cloud-Native Defense: Defender for Containers

—

Phase 1: Azure Container Registry (ACR)
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Registry Scanning

Triggers on push/import, plus
continuous 30-day rescans for newly )‘}
published CVEs on dormant images.

Continuous

Phase 2: Azure Kubernetes Service (AKS)

Deployment Flow

DaemonSet

Cluster BRSO

node

Image Payload

Alerts or blocks unauthorized

processes not present in the
original image.
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Modern Defenses: APIs & Al Services

Defender for APlIs

- Protects against
OWASP API Top 10,

”’Eatches broken

authentication |/

" Detects excessive data exposure
and protocol-level abuse missed
by network firewalls /

Defender for Al Services

7

Protects Azure OpenAl

7
and Al Foundry p injection & jai

Monitors for prompt

breaks Y

3 Prevents model abuse and

sensitive-data exfiltration in grounding data »




Boundary Defense: Hybrid & Multicloud Connectors
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Multicloud 1
dWs
: Federated Trust
« Secretless Authentication. %
» Uses OIDC (AWS) and Workload S
|dentity Federation (GCP). LS

 Exchanges temporary, short-lived tokens.

» Zero long-lived credentials stored in Azure.

On-Premises

Azure Cloud

i Azure Arc. +A

+ Registers on-prem machines as
first-class Azure resources for @?
seamless deployment of Connected
Machine agent, enabling full
CSPM and CWPP coverage.




The Attacker’s Perspective: External Attack Surface Management

Inside-Out (CSPM) Outside-In (EASM)

Scans known, enrolled assets.
Blind to forgotten shadow IT.

Operates from the public internet.
Zero agents, no internal
network access required.

Recursive Discovery

Seeds ‘ % Recursive Mapping % {Shegseff{:ﬁelre};acy
(Known IPs, Domains) (i) {DNS WHOIS) subdomains, exposed per‘ts) .

e

\ { EASM findings feed directly into Defender CSPM's Attack Path Analysis. }
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Synthesis: The Unified CNAPP Topology

A master architectural blueprint mapping to the entire security ecosystem
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A true Cloud-Native Application Protection Platform requires visibility from the code pipeline, proactive posture
hardening of the platform, reactive runtime guards on the workloads, and an outside-in view of the perimeter.

Federated
(AWS/GCP)



