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Authentication without network boundaries leaves
cloud workloads structurally vulnerable

By default, Azure PaaS services expose internet-resolvable FQDNSs. If a credential is stolen, an attacker can authenticate
from anywhere. True defense-in-depth forces all traffic through controlled, private Azure Virtual Networks.

The Default State The Secure Pathway

® ... Entra ID asks "Who are you?”
(? / but ignores "Where are you?”
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Private endpoints orchestrate four synchronized
components to isolate traffic

A private endpoint is not a single
toggle switch; it is a synchronized
orchestration. If any one of these
components is misconfigured,
client traffic will attempt to route
over the public internet.

4. Private DNS Record

3. Approval Workflow
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\ 1. Network Interface (NIC)
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DNS redirection silently forces traffic off the public internet

—Em

Client app requests

— e

Azure DNS intercepts Private DNS zone Traffic routes entirely
_} and applies CNAME rewrite resolves A-record to NIC over Azure Backbone

contoso.privatelink.vaultcore.azure.net 16.0.1.5

contoso.vault.azure.net

Azure Backbone

Public Internet

Crucial AZ-500 Nuance:

Different services require specific privatelink zones. While Key Vault requires one

(privatelink.vaultcore.azure.net), Azure OpenAl requires three linked zones simultaneously
(cognitiveservices, openai, and services.ai) to prevent partial resolution failures.
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Selecting the appropriate network isolation
mechanism for the workload

Mechanism IP & DNS Routing Architecture & Blast Radius
Keeps public IP. Optimized routing |+ Medium blast radius. Prevents
Service Endpoints over Azure backbone. DNS rewrite | X internet ingress but retains public
not required. routabllity.
Replaces public IP with Private v/ Small blast radius. Creates a
Private Endpoints VNet IP. Strict DNS rewrite X dedicated, single-resource
required. connection.

v/ Sidesteps overlapping IP conflicts
X for cross-tenant Saa$S architectures
without full VNet peering.

Uses provider-side SNAT. Exposes

Private Link Service internal provider services privately.
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Requests to Azure Key Vault must survive a strict
three-gate gauntlet

Network rules are evaluated independently and first. Unauthorized network locations are immediately
dropped at the firewall gate—even with a perfectly valid, highly privileged Entra ID token.

— Gatel:Network Firewall ~—Gate 2: Authentication. - Gate 3: Authorization
Checks for allowed IPs or Checks for a valid Entra ID Checks Azure RBAC for
Private Endpoints. OAuth token. . data-plane permissions.
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Modern Azure RBAC severs the legacy privilege escalation path

Under legacy Access Policies, a Contributor managing infrastructure could grant themselves access to the
secrets inside. Azure RBAC structurally separates these planes—requiring specific Role Based Access Control

Administrator rights to assign data-plane permissions.

Control Plane (Azure Resource Manager)

@ Contributor €= == = = = = = = = = - -  —
- A X

Manage network rules and
vault properties.

Data Plane (Vault URIs)

@ Key Vault Secrets User

Access keys, secrets, and
certificates.
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Generative Al requires new paradigms for gateway governance

Securing Al endpoints requires moving beyond traditional API controls:

1. The Flaw of Call Counts: A single LLM request can consume 10 or 10,000 tokens. Traditional rate
limits cannot prevent catastrophic cost overruns.

2. The Flaw of Static Keys: Hardcoded OpenAl API keys shared across applications are impossible to

audit and highly vulnerable.
G % .-Il:‘- ]

| Traditional API Metric (Calls per Minute)
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' Hardcoded Entra ID
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APl Management acts as an intelligent, identity-aware broker for Azure OpenAl
APIM strips inbound API keys and uses its own Managed Identity to authenticate to Azure OpenAl.

Access control lives entirely in Azure RBAC, making it instantly revocable.
| Azure OpenAl

I | Fa] 11 '

APIM Gateway
Mints

System-Assigned

Managed Identity

Sends JWT

Authorized via
Cognitive Services
OpenAl User role




Throttling actual token consumption prevents
catastrophic cost overruns

The azure-openai-token-limit policy throttles based on estimated token consumption.

Keyed per subscriber, it prevents noisy neighbors. APIM returns a 429 error before the
backend is hit, saving token costs.

. "t‘ha-.._ _;_-.
| pg;a N ' TTP 429 |
HEAW MPT. i AZURE
!! V4 REQUESTS J OPENAI
“q '- Ay BACKEND
hl ' / "-'E--I | \

APIM EDGE
NODE
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Semantic caching intercepts redundant prompts
before they hit the model

Using semantic-cache policies, APIM serves cached answers for conceptually identical
prompts based on a similarity threshold, reducing backend token costs and latency.

How do I reset my password?

Similarity
Matcher
(Embedding
Model)

Password reset steps. N\ /
XN
; Cache Store |&—

Instant Cached Answer

| OpenAl Backend
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Mutual TLS guarantees backend services only
trust the APIM gateway

How does a backend service know a request actually passed through your WAF? Mutual TLS
(mTLS). APIM securely fetches and auto-rotates the client certificate directly from Key Vault,
eliminating manual deployment.

Backend
App

APIM
Gateway

Auto-fetches client ~~
certificate via Managed ~
Identity

Azure
Key Vault
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Svnthesis: The Unified Zero Trust Architecture

At no point does sensitive data traverse the public internet or rely on a static, shared key. Identity verifies
the caller. APIM governs the behavior. Private Endpoints isolate the path. Key Vault secures the secrets.

Virtual Network [VNet)

Client

Azure Azure
i OpenAl _ Key Vault
Private H‘ Private .‘

Endpoint 1 Endpoint 2
X Disabled X Disabled
APIM Azure OpenAl Azure Key Vault
JWT Validated, Auth via APIM Auth via OpenAl
TPM Limits, Managed ldentity Managed Identity

Semantic Cache
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Azure Policy structurally prevents
configuration drift in production

A secure architecture degrades the moment a developer spins

up a default PaaS resource. Enforce sequentially: Audit to
gain visibility, Remediate alongside resource owners, then

Deny to hard-block non-compliant deployments.
Remediate

Fix existing resources using
managed identities and deploy

I Audit (AuditIfNotExists)  Private endpoints.

Discover non-compliant resources
silently without breaking deployments.

Deny

Hard-block the creation of any
new non-compliant resources
in production.
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The Architect’'s Checklist: AZ-500 Execution Imperatives

Network Isolation \/

Always pair Private Endpoints with exact

matching Private DNS Zones. Explicitly
toggle Public Network Access to Disabled.

Never share static OpenAl API keys.
Mandate APIM Managed Identities,

Token-Based Rate Limits (TPM), and
Semantic Caching.

Data Security v/

Abandon legacy Access Policies. Enforce
Azure RBAC for Key Vault data-plane
permissions to separate management
from data access.

Al Governance \/

=

ldentity Perimeter

Treat identity as the primary boundary,
but assume breach by backing it up
with strict network firewalls at the
resource level.
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