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The Overlapping Defense Stack

R

Microsoft Entra ID &

Azure RBAC

Network Evaluated First

» A request failing the firewall check
Is dropped immediately, even with
a valid token or identity.
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¢

=i Network Firewalls
(VNet rules, IP rules)

Authorization Follows

* Once through the firewall, Azure
Storage evaluates the caller’s
credentials (RBAC, SAS, or Shared
Key) to authorize the specific
operation.




Mapping the Boundaries: Control vs. Data Plane

Control Plane (The House)

Secured by standard
[."] s 0\ q!._ Azure RBAC
~ Ese (e.g., Contributor, Owner)
Resource Subscriptions Account Firewall
Manager Settings rules

Data Plane (The Furniture)

S @ Db 3

Blobs Files Queues Tables

Secured by Data-Plane

Roles, SAS, or Shared Keys

Key Insight: Standard Azure RBAC (like Contributor) manages the account infrastructure but does not grant
access to read or write the actual data. Data access requires specific Data-Plane roles or tokens.
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Shared Access Signatures (SAS) Deconstructed

Expiry Time Conditions

(Start and End) (Allowed IP range

and Protocol)

Cryptographic
Signature

Specifies the Defines the Sets the time Verifies the
resource (blob, file, allowed operations window during Restricts access to integrity and
queue) being (e.g., Read, Write, which the tokenis  specific IP addresses authenticity of
accessed. List). valid. and/or protocol the token.

Permissions
Target Resource (Read, Write, List)

(HTTPS).

The Bearer Token Risk: A SAS token does not check who is using it. Whoever holds the URI holds
the access until the exact second it expires.




The Three Flavors of SAS

Account SAS Service SAS User Delegation SAS
Broadest scope. Scoped to a single Signed with Entra ID
Spans mu|tip|e services service (E‘.g.,jUSt BlDbS) credentials using d
(BlOb, File, Queue). S|gned by the temporary delegatiop keyr
Signed by the Account Key. completely bypassing

overarching Account Key. the Account Key.
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The Revocation Dilemma & Blast Radius

@

— Key Rotation”
>  Required

B » R

Leaked Token Destroying all other
Detected integrations using that

ﬁ + master account key.

h#
Service SAS + f Instantly neutralizes all
Stored Access ‘ ‘ 1’\ linked tokens without
Policy touching the master keys.
Instant Kill Switch

Technical Note: Stored Access Policies only work with Service SAS. Account and User Delegation SAS cannot use them.




Storage RBAC: The Identity-Centric Standard

Bl -

Human User

ey m—

Azure Function

B Microsoft

B Entra ID

(Managed Identity)

”

Zero Stored Secrets

Access is tied to a specific Entra ID identity
(User, Group, or Managed ldentity).

No connection strings or URIs to leak.

Keyless Authorization

Blob Containers

\

Critical Data-Plane Roles

- Storage Blob Data Reader (Read-only)

- Storage Blob Data Contributor (Read/Write/Delete)
- Storage Blob Data Owner (Full control + ACL
management)




The Audit Trail Advantage

RBAC Visibility

Time: 2023-10-27T14:30:00Z
Action:

Caller:

Resource:

 Time: 2023-10-27T14:30:00Z
Action: BlobRead

(Caller: function-app-managed-id
Resource:

Caller:  /subscriptions/.../
Resource: /storageAccounts/mystorage/
containers/mycontainer

+>Q

Microsoft
Sentinel

SAS Blind Spot

SAS provides limited
auditabili?/; the
token is verified, but
the specific human
or app holding it
remains entirely
anonymous.

Technical Note: RBAC provides granular identity-based logs, enabling detailed analysis.
SAS logs only the token’s usage, obscuring the true caller.
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The Authorization Diagnostic Matrix

Requires Revocable Full Leak Blast

Mechanism

|dentity? Instantly? Auditable? Radius

Shared Key No No No Eﬁﬁ!ﬁ%ﬁ%’:
Service SAS :
(Ad hoo) No No Partial
Service SAS Yes . S T
(Stored Policy) o (via Policy) Partial _ Contained |
User DSeAeSgatlon Yes Yes (via ID) Better (" Contained

Storage RBAC Yes Yes Yes Zero/Instant
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Worked Scenario 1: The External Partner

Service SAS

|
: The Requirement:

An external vendor .
needs temporary Wy » | D =

- access (2 hours) to / SAS Stored
upload logs. They do External Token Access Logs Upload

' not have an Entra ID User Poliy | (Temporary Access)
account. "‘ Poiy Document
We must retain the :
ability to revoke | The Logic: Without an identity, RBAC and User Delegation SAS |
tcgesasrgnstantly if are out. A standard Ad hoc SAS cannot be revoked.
C0n¥pr0mised_ A Service SAS tied to a Stored Access Policy provides the

required stateless access while preserving the “kill switch”.
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Worked Scenario 2: The Internal App

|
L

The Requirement:

An internal Azure
App Service needs

—

persistent,

programmatic access |
to read and write
blobs. Access must

be fully auditable
uire zero
i manuaﬂ credential
:| " rotation.

and re

I

Storage RBAC + System-Assigned
Managed Identity

.‘-

(X ) Q

i Read/Wnte i 5,[
S'*"e PP stem -Assigned  Access ureB| grage
REVLLE naged |dentity 2

Entra ID

The Logic: The workload is inside Azure. Assigning it a Managed
Identity and granting the Storage Blob Data Contributor role
eliminates secrets entirely. Entra ID handles all auto-rotation

and auditing.
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Worked Scenario 3: Fleet Revocation

B . | A\ Service SAS tied to a Stored Access Policy
The Requirement: <™
You must issue
thousands of individual < Q
upload tokens to mobile: —
client devices. If a Central Server A< gtc%[; s Mobile
vulnerability is found in | (Policy Issuer) ¢ Policy Fleet
the mobile app, you Token  (Server-side)
must instantly revoke all
issued tokens without The Logic: You cannot rely on Ad hoc SAS (impossible to revoke
rotating the main without key rotation). B?r linking all mobile tokens to a single
storage account keys. Stored Access Policy, deleting that server-side policy instantly

invalidates every single token in the wild.
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Beware the Tripwires: Top Exam Traps

Trap 1: The Revocation Myth

Assuming all SAS tokens can be revoked easily.

Reality: Ad hoc SAS tokens cannot be revoked without rotating the underlying
account key.

Trap 2: The Identity Confusion

Forgetting how User Delegation SAS works.

Reality: It is signed by an Entra ID key, not the account key, making it the only
Microsoft-recommended SAS.

Trap 3: The RBAC lllusion

Believing RBAC provides total lockdown by itself.

Reality: If Shared Key access is left enabled at the account level, an attacker with the
key can bypass RBAC entirely.
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The AZ-500 Survival Cheat Sheet

Determine
Access Method

Goal:
Eliminate
bypass
completely?

Yes

Is it a long-
term,
internal
workload?

Yes

Must you
use SAS
but user has
Entra ID?

Yes

External user
(No ID) needing
temporary
access?

Yes

Disable Shared
Key access

Use RBAC
(Managed Identity)

Use User
Delegation SAS

Use

* Service/Account

SAS

Do you need to
instantly revoke
that external
SAS?

Yes

Attach a Stored

Access Policy
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