Securing Azure Paa$sS

Service Endpoints, Private Endpoints,

and Private Link
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“ NOTE 1.0: BASELINE CONFIGURATION

The Baseline: Azure PaaS resources
(Storage, SQL, Key Vault) are provisioned
with public, internet-resolvable IPs.

. internet-resolvable IPs.
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© NOTE 2.0: ROUTING MECHANICS

The Routing Reality: Default traffic from a

s VNet to PaaS uses public endpoints.
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“ NOTE 3.0: SECURITY MISCONCEPTION

The lllusion of Safety: Traffic may stay
physically on the Microsoft backbone,
but it remains logically internet-facing.
Backbone routing does not equal

network isolation.
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WHO HAS THE KEY

Identity Controls (RBAC/Tokens): Determine who is.
allowed in. If the door is on a public street, anyone -

worldwide can attempt to guess the key.
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WHERE THE DOOR IS LOCATED

Network Controls (Endpoints): Determine where the door
Is located. Our goal is to move the door off the public street
to eliminate external access attempts entirely.
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" THE MECHANISM:
Paas firewalls are configured to

. your specific VNet's private IP space.

recognize and accept traffic directly from
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- THE CONFIGURATION:
Applied at the Subnet level.
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* THE BENEFIT:

Optimized routing exclusively over
the Azure Backbone. Low friction
implementation.
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PRIVATE ENDPOINTS:

TRUE NETWORK
ISOLATION

THE MECHANISM:

Deploys a dedicated NIC with a private
IP directly inside your VNet.

THE SCOPE:

Mapped to a specific resource instance

(e.g., your exact SQL database, not all
Azure SQL).

THE BENEFIT:

Traffic never touches a public IP.
Fundamentally eliminates the risk of
data exfiltration to rogue tenants.
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COMPLETE ISOLATION:

Public network access
can be 100% disabled on
the PaaS resource.

_/..

U=

E il

THE ROUTING SWITCH:

DNS must be updated to

resolve the PaaS FODN
to the new private IP.
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[ [Private Link Service: Exposing Your Own Appsj

J | The Use Case: Securely publish custom or third-party services to other VNets or tenants without public exposure. |
ji 'The Requireme'nt: Must be 'depluye'd behind a Standard Load Balancer. | | e ?
| The Ruu’ting Advantage: Uses Source NAT (SNAT) to map traffic. This completely eliminates overlapping IP address

| I conflicts between partner networks, bypassing the primary limitation of VNet peering. b
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Architectural Scenario 1: Zero Exposure ==

| Scenario:
You must secure an Azure Storage account. Security polrcy dictates that you must fully eliminate all public

| expnsure and prevent the resource from being reachable via the mternet under any c[rcumstances
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Archltectural Justn‘lcatmn Y
~ Itis the only option that allows you to completely disable the resource’s “Public Network Access” flag.
i | Traffic routes exclusively through the VNet NIC, permanently sealing the public doorway.

-{{JK =TT 7 - T i u‘\h‘ 7 ——— 7 s P e Pl |
i l :!. l l i : - s
\Q\ == // | T_n 4

EEEREID ~ ARCHITECTURAL SCENARIO 1:

...... . ZERO EXPOSURE
o O HMJ'TE:.EUREsznumm&w&nTunE g

& NotebookLM



i | r T i | | T | ] T T

Archltectural Scenario 2: Low Fnctlon EOELE
EEEEEEEEE i | 7 = . e \

RUZILR A R F N .-r’f-_%a ;3’} ﬁ“':'- .-f".-"'f"r H‘} fmmw ~ ' = : hf_f/"'/ ““x L -"-:-r;ff i ,-c,-::' R o “&1_.-'-*'}; -uﬂ*"’ b A R -.'}i?;}".. WA o F ‘;q

I e
Jl || Scenario:
: ‘ You need to restrict access to an Azure SQL server so that it only accepts traffic from a specific VNet. However, the -
Al | netwnrk team expllmtly forhlds [ creatmn or mudlflca’unn of prwate DNS Zones. wﬁhout managlng prwate DNS zones || |i (

—
G L

R

B

= s e o e i b -

.
5
T

—-——-Correct Chmce vice Endpomt*[{j h

AJChHBCiUﬁﬂJushﬁcahun * o O
- Service Endpoints apply directly at the subnet level and rely on the Azure fabric to identify traffic. They require zero | |/
F{/lf | private DNS configuration to function, perfectly matching the operational constraint.
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| Architectural Scenario 3: Partner Integration
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Warning 1: The Service Endpoint Trap

The Trap: Assuming Service Endpoints block
public internet access to the resource.

The Truth: The public IP is still resolvable and
exposed. The firewall merely drops
unapproved traffic. It is not true isolation.

Warning 2: The Nomenclature Trap

The Trap: Treating "Private Link” and “Private
Endpoint” as interchangeable answers.

The Truth: Private Link is the underlying
network technology. Private Endpoint is the
deployable NIC resource you select to secure
a specific VNet.
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