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Network Watcher. A regional service used to NSGs, ASGs, & AVNM. These actual
monitor, diagnose, and gain insights into network | enforcement mechanisms drop or allow packets.
health within a VNet. It observes and proves what Network Watcher only reports on their
o Lis happening but cannot change security rules itaelf_zq | | behavior.
I ‘-a _/"-m CRITICAL TRAP Dn nc:-t select Netwnrk Watcher |f a scenario asks |
/'y, N _\-»|3 how to block or prevent traffic.
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IP Flow Verify

(Instant check, Agentless) e

NSG Flow Logs

(Historical tracking,
Agentless)

D

Packet Capture
(Instant/Deep payload

| Linspectiun, Agent Required

I ——

|

o FCt:.-nnectit:m Monitor

(Continuous trending,
Agent Required)

R

-

X-Axis



Input Parameters:
- Target VM/NIC

- Direction (Inbound/Outbound)
- Protocol

- Local/Remote IP
- Ports

Output: Deny (Rule: Block_Web_Traffic_Inbound)
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USE CASES

Historical auditing, traffic
| trend analysis, and feeding
anomaly detection tools
like Defender for Cloud.

'SRC IP DST IP PORT —»
== PROTOCOL —P>

10 STORAGE
. . . =g PROTOCOL =—P

ACCOUNT

PREREQUISITES 2 | A | ey N o s 5w & &
e N ~ LOGANALYTICS = DEFENDER
destination (Storage Account | | | WORKSPACE " FORCLOUD
or Log Analytics workspace). | 8. il -




Connection Monitor: Continuous Health Tracking

HUD BANNER

[ Is connectivity between point A and B healthy over time? j
Point A I V V Point B
(Branch) L » (Azure VNet)

HUD METRIC CARD HUD METRIC CARD

Purpose © |~ Use Cases G ‘g

Branch-to-Azure stability, hybrid
connectivity health.

/1\ REQUIRES NETWORK WATCHER AGENT EXTENSION

Continuous, ongoing monitoring of latency
and reachability trends.
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Packet Capture: Deep Payload

)

Inspection

L —

.\ forensic microscope

16 0303 006A 01 00006603034543 44 48 45
TLS Handshake

0B 00 00 3F 00 00 3C 00 00 39 30

Certificate Payload

Purpose

Deep troubleshooting for complex, application-layer issues
(TCP handshake failures, TLS certificate exchange problems).

> Generating .cap or .pcap file...

File saved for analysis in external tools like Wireshark.

[A REQUIRES AGENT EXTENSION (Triggered manually or by alerts). |

]

|
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AZ-500 Tool Selection Matrix

Question It : : Agent Exam Keywoxd
Tool Answers Timeline Req? Phrase
IP Flow Is it blocked e Verify why a path
Verify right now? heal-tine O is denied
NSG Flow Who connected TIPS No Analyze traffic
Logs last week? over the last week
Connection | Is the hybrid Continuous Ve Monitor ongoing
Monitor link stable? latency trends
Why i1s the TLS ) Inspect raw
Packet Real
handshake : Yes traffic / debug
Capt t D
SEEEES failing? e Decp headers
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Scenario Playbook: Instant vs. Historical

Ticket 1 (The Blocked Dev)

«'7, Ausercannot reach a SQL

"g database instantly. You need to
know exactly which rule is
dropping the traffic.

—

IP Flow Verify

Instantly checks current rules
without needing an agent on
the VM.

Ticket 2 (The Audit Request)

~_ Anauditor asks for a list of all IP

v=|| addresses that connected to a

o—|| specific secure subnet over the
entire last month.

!

NSG Flow Logs

Queries historical connection
data persisted in a Storage
Account.
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Scenario Playbook: Continuous vs. Payload

Ticket 3 (The Shaky Branch)

You need to track if a branch-to-

| M Azure VPN connection remains

stable and trigger an alert if
latency spikes above 50ms.

= '

Connection Monitor

Provides continuous, trend-
based health tracking over
time.

Ticket 4 (The Broken Cert)

You need to inspect raw traffic

19 to debug a failing certificate
exchange between a web app
and a backend API.

Packet Capture
The only tool that looks inside

the packet at the TLS payload.
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Crltlcal AZ-500 Traps

Trap 1: Tlmellne Confusion

- || Do not confuse IP Flow Verify
1| (instant/packet-level rule
1 | check) with NSG Flow Logs

| is never IP Flow Verify.

I | (historical/long-term traffic |
1| trends). If the scenario says -
| “last week” or “history,” it | I |

Do not select Network Watcher

to enforce security.

If the scenario asks how to . . [}
“prevent” or “block” traffic, |} -

look for NSG, ASG, AVNM, or

Azure Firewall. Network Watcher [} .
only reports. 4 SR




The Diagnostic Decision Tree

What is your primary

troubleshooting goal?

IS

| need to watch
performance over time.

| need to see what
happened in the past.

No

(Just checking NSG rules)

-

| need to know why traffic
failing right now.

Do you need to
see inside the
packet payload?

Yes
(Reading headers/payloads)




